








Code of Conduct

Personal Data Privacy and Protection

Personal Data

Privacy and Protection

All of us must respect a person’s right to
privacy when using or gathering their data.

You are responsible for ensuring that all
practices involving the processing of
personal data within the course of your
work comply with all relevant applicable
laws and internal regulations. You may only
handle personal data that could be
accessed within the scope or your role with
strict confidentiality, and not to use this
data without authorisation.

Whatis
Personal
Data?

8
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Any breach of data discovered such as the
leaking or hacking of personal or sensitive
data, this should be reported immediately
to your line manager and the Data
Protection Officer at dpo@bfi.com.bn.
Immediate action should be taken to tackle
such leaks. This will further be investigated
and the appropriate disciplinary actions will
be taken (if necessary).

Personal Data means any data, whether
true or not, about an individual who can be
identified, directly or indirectly from that
data (e.g. Identification card number,
contact details of a buyer).

Please refer to the Company’s Personal Data Protection Policy and Procedure, which set out
the framework for how personal data shall be processed and protected within the Company.

Please note:

Personal data may only be used for specified legitimate purposes and not be collected

or processed unless necessary.
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Code of Conduct Human Rights and Labour & Equal Opportunity and Discrimination

Human Rights
and Labour

BFI supports and respects human rights and labor rights that are declared internationally
such as the International Labour Organisation Declaration (“ILO”) on fundamental
principles and rights at work.

BFI also does not use child labor or forced labour and will not tolerate work conditions or
treatment that is contrary to international laws and practices. We practice a zero-tolerance
approach to modern slavery and human trafficking in our workforce and value chain, in
accordance with the definitions provided by the ILO.

Equal Opportunity
and Discrimination

BFI ensures equal opportunities for all our people in our organisation by giving the employee
more chances to grow by promoting and embracing the differentideas and experiences from
our employees who came from various nationalities. BFl also aims to create a workforce that
is diverse and balanced, while keeping talented individuals and treating everyone with
respect. Employment related decisions are based on relevant qualifications, merit,
performance and other job-related factors.

BFI does not tolerate discrimination, including but not limited to the discrimination on the
grounds of sex, race, religion, nationality, ethnic or national origin or age. Any person who
believes that they have been subject to discrimination must raise it to their line manager and
thereafter the Talent Management Department (if required). This can also be reported
anonymously through the Tell Us platform.
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Code of Conduct

Harassment and Bullying & Outside Employment

Harassment
and Bullying

Outside
Employment
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All employees have a right to work in an
environment free from harassment, regardless
whether the harasser is a co-worker,
supervisor, vendor, contractor or visitor. BFI
aims to create a safe and inclusive
environment by treating everyone with respect
and dignity. BFI will not tolerate any form of
harassment be it violence or bullying.

Employees must treat colleagues and others
with dignity and respect, and should always
consider whether their words or conduct could
be offensive. BFI will take allegations of
harassment or bullying seriously and it shall be
treated as serious/gross misconduct under the
Disciplinary Procedure which may lead to
summary dismissal.

Employees who are involved in outside
employment such as having part time job or
own a business or working with other
organisation and generate income from such
job, must declare through the Conflict of
Interest Form which is available on BFI’s
Intranet platform.

Should BFI determine that an employee’s
outside work may interfere the employees’
performance or the ability to meet the
requirements of BFI from time to time, the
employee may be asked to terminate the
outside employment if he or she wishes to
remain with BFI. Outside employment that
constitutes a conflict of interest is prohibited.
Employees may not receive any income or
material gain from individuals outside BFI for
materials produced or services rendered while
performing their jobs as BFI’'s Business
Partners. Please refer to the Business Integrity
Risk Policy.
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Code of Conduct Fighting Corrupt Practices and Bribery

BFI has zero tolerance for any form of corruption. Corruption is the act of giving or receiving
of any gratification or reward in the form of cash or in-kind of high value for performing a task
in relation to his/her job description.

In these circumstances you will be subject to disciplinary investigation under BFI’s
disciplinary procedures, and disciplinary action up to and including dismissal may be
applied. BFl also reserves the right to report any finding in relation to the bribery or corruption
to the relevant authorities.

Allemployees including the Directors and any third parties that perform services for BFl are
expected to comply with the applicable anti-corruption laws and BFI’s Business Integrity
Risks Guideline, as amended by BFI from time to time.

Fighting Corrupt
Practices and Bribery




Code of Conduct Anti-Money Laundering (AML) Compliance & Sanction Compliance

Anti-Money
Laundering (AML)
Compliance

BFl is committed to preventing money laundering and terrorist financing in accordance with
Brunei Law and international regulations. Employees and Business Partners must:

e Conduct due diligence on customers, suppliers, and third parties to verify their
legitimacy.

* Report any suspicious transactions or activities that may indicate money laundering.

e Ensure that payments and financial transactions comply with applicable laws and are
properly documented.

* Avoid engaging in transactions that involve unverified sources of funds or circumvent
regulatory requirements.

Failure to comply with AML laws can result in severe legal consequences, including criminal
liability. BFI also reserves the right to report any finding or suspected violations to the
relevant authorities.

Sanction
Compliance

BFIl adheres to international sanctions regulations, including those imposed by the United
Nations (UN), United States (OFAC) and European Union (EU). There may be additional local
sanctions regulations applied which BFI must comply. Employees and Business Partners
must:

e Screen all transactions and business partners to ensure compliance with applicable
sanctions lists.

* Refrain from engaging with sanctioned individuals, entities, or countries, including
indirect dealings through third parties.

e Ensure all payments and financial transactions comply with sanctions laws and are not
structured to evade restrictions.

* Report any potential sanctions violations to the Compliance or Legal Department
immediately.
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Hospitality
and Gifts

e  Gifts valued at more than BND$50 need to be declared and registered. The form for
Gifts and Benefits Declaration is available on BFI’s Intranet platform. Other values
must still be reported to the line Manager/Supervisor.

e Gifts other than reasonable business meals or marketing collaterals (e.g. Diaries,
calendars) are prohibited.

e Any G&H that is or can be linked to important business decisions during sensitive
decision periods is prohibited.

e isonlyrequired tofill in for gifts over B$50 (or its equivalent foreign currency).

In every circumstance where a gift is offered, the advice of your line manager must be sought
and to refer to the Business Integrity Risks Policy and BFI’s Gift Policy.
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Code of Conduct Dealing With Government Officials & Fraud and Forgery

Dealing With
Government
Officials

The offering of gifts and hospitality to
government officials may raise significant
concerns and, as such, stricter rules and
procedures are applicable. Gifts and
hospitality should only be extended to
government officials in the context of
bona fide efforts to promote, explain, or
demonstrate BFI’s brand, products, or
services.

Fraud and
Forgery

Any effort to cheat someone out of
money, property or honest services is
fraud. Deliberately making false and/or
dishonest statement or do an act,
concealment or omission which is
intended to deceive someone or BFI for
your advantage or their disadvantage is
forgery.

BFI has zero tolerance for fraud and
forgery. Thus, everyone is expected to
comply and adhere with the Business
Integrity Risks Guideline.
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Corporate Credit Card

\

Corporate
Credit Card

Only authorised users by BFI can use BFI’s Credit Card to make necessary payments on
behalf of BFI.

Corporate credit cards can only be used Credit cards can’t be used for non-business

for approved business expenses such as: or non-approved expenses such as:

Air fares; Cash withdrawal;

Hotel accommodation; Alcoholic drinks;

Business meals; Personal purchases;

Conference/training fees; Hotel room movies, membership charges
Any other expenses as pre-approved by and other non-business related hotel
the CEO. services.
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Code of Conduct Anti-Trust Compliance Commitment & Fair Competition

BFI is expected to adhere to the International Fertilizer
Association’s anti-trust compliance obligations. We therefore
should not:

e Discuss or exchange information on individual prices,
purchase prices, the terms of purchases among the
competitors.

e Discuss any information on production or distribution cost
(unless these data are historical and have already been
published), action or strategies to manage market, supply,
demand, recovery or other conditions that affect competition
/ supply chain arrangement.

e Enter into any agreements with competitors regarding the
prices, bids, profit margins, price differentials, mark-ups,
discounts, allowance or credit terms. This also extends to
BFI’'s future production, sales, inventory levels, market
shares, allocation of customers or sales territories or the
exclusion of Business Partners.

e Disclose information of any future plans, strategies,
investments unless previously publicly announced.

Anti-Trust
Compliance
Commitment

We have an obligation to comply in all respects with applicable
competition laws and regulations.

The Supply Chain Department and each Contract Holders are to
ensure that Business Partners act with honesty, integrity and
fairness in all respects of their business, and that they seek to
compete fairly and ethically within the framework of applicable
laws, rules and regulations.

You must not engage in any bid rigging or tender manipulation, as
well as conspiring with others to boycott the Business Partners,
unless it is in accordance with sanctions imposed at the
international level.

Competition

Fair
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Code of Conduct

Dealing With Business Partners

Dealing With

Business Partners

When selecting and managing Business
Partners, verify that they are qualified to do
business with us. Furthermore, always
ensure that when dealing with them the
relevant procedures and processes are
complied with.

Always choose Business Partners based on
merits, avoiding conflict of interests,
inappropriate gifts and entertainment, or
any other favouritism that might improperly
influence or appear to influence the
selection process.
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BFI’s Business Partners shall warrant that it
has made all reasonable investigations into
its labour practices, and those of its
suppliers, to ensure that there are no such
practices used in its business or by any of
its suppliers; Business Partner undertake
that It has taken, and will take in the future,
all necessary actions and investigations if
the Seller becomes aware, or suspects it
being practiced in its business or any of its
suppliers.
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Code of Conduct

Conflict of Interests & Community Services

Conflict of
Interests

Employees should not, directly or
indirectly, engage in, or have any interest,
financial or otherwise, in any other
business enterprise which interferes or is
likely to interfere with their independent
exercise of judgement in relation to their
work at BFI.

Generally, a conflict of interests exists
when an employee is involved in an
activity:

e Procurement of products or services
directly to, or purchase products with
a businesses or individuals who is
related to the employee such as
family members or friends or;

e Which subjects the employee to
unreasonable time demands that
prevent the employee form devoting
proper attention to his or her
responsibilities

e Which is so operated that the
employee’s involvement with the
outside business activity will reflect
adversely on BFI.

Each of us must identify potential conflict
of interests or the appearance of conflicts
of interest when they arise and bring them
to the attention of your supervisor, Talent
Management Department or the Legal
Department.
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Community
Services

We support your personal efforts to make
the world a better place, and we celebrate
your outreach to people and causes that
matter to you as long as any community
service activities that you undertake are
lawful and do not create a conflict of
interest with the work you do at BFI.

In an event where any community service
activity may create, or has created, a
potential, perceived or actual conflict of
interest, you must discuss this with your
supervisor / manager / Head / Chiefs
immediately:

e Avoid using any BFI money, assets
and information to conduct your
activities unless you receive a
sponsorship and approval from BFI.

e Please always be respectful and
comply with the law at all times.
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Code of Conduct

Public Disclosure & Dress Code
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Public
Disclosure

We need to ensure that any information
about BFl is portrayed accurately in the
public eye. The Corporate Communications
Department is responsible for ensuring that
all responses to media inquiries are prompt,
accurate and made by authorised
personnel. For avoidance of doubt, any
public statement for and on behalf of BFI will
be made by the Corporate Communications
Department and/or other authorised
personnels.

If you are contacted by any member of the
public media, you must politely refer the
inquiry to the Corporate Communications
Department.

Dress Code

Employees play an important part in
projecting a good image of BFI. BFI’s Dress
Code guideline is designed to clearly provide
clothing guidance which are appropriate
and suitable to be worn when at work,
attending meetings or working visit either in
Brunei or overseas and in line with the
mission and objectives of BFI to provide
service with the utmost professionalism.
Please refer to the Dress Code Guideline
(Document Code: BFI/PG/HRD/23/2020).



Code of Conduct

Whistleblowing, Reporting and Guidance

Whistleblowing,

Reporting and
Guidance

At BFI we foster a speak-up culture and
welcome hearing from anyone whether they
are employed by BFI or not — to raise
questions and concerns.

There are multiple ways to speak up, either
speak to or send an email to:

e Your manager or line supervisor

e Colleagues in the Talent Management
Department

e Colleagues in the Legal Department at
legal@bfi.com.bn

e Tell Us platform at www.bfi.com.bn

No tolerance for retaliation
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We do not tolerate retaliation against
persons who do the right thing by speaking
up. You will not suffer any adverse
consequences for:

* raising a concern in good faith about
actual or potential misconduct, or

* assisting someone in raising a concern,
or

e cooperating with an investigation.

Retaliation is a violation of this Code of
Conduct. If you believe you have been
retaliated against, you should speak up. All
retaliation allegations will be investigated
confidentially and if appropriate,
disciplinary action will be taken. Fear of
being punished or losing your job should
never prevent you from speaking up.
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Code of Conduct Consequent Management

Consequent
Management

Violation of the provisions of the Code may have severe consequences and anyone found to
be violating the Code or BFI’s policies may be subject to internal disciplinary action leading
to dismissal. All disciplinary actions will be reasonable, proportionate and in accordance
with BFI’s disciplinary procedures.

If the violation includes infringement of local laws or regulations, or if BFl has a claim for
damages, any such violations may additionally subject the individual to civil and criminal
prosecution.
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Code of Conduct Notes

N Otes Use this space to write
down any important notes.
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Code of Conduct Notes

N Otes Use this space to write
down any important notes.
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Making A Difference,
With Bruneian Ro ts.




